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Abstract: 

The security in cloud data has been analyzed in detail where there exists 

number of approaches to secure the cloud data from different threats. 

Blockchain technique is the recent way of securing data from variety of 

threats. Number of approaches available with blockchain, which uses 

different encryption schemes and varies in the selection of key and scheme. 

However, the methods suffer to achieve higher security performance. To 

handle this issue, an Optimized Profile Orient Blockchain Model (OPOBM) 

is presented in this paper. The model classifies the users under various 

profiles and maintains set of key sets and scheme set for various profiles. 

Accordingly, an encryption scheme and key is identified as per the profile 

given and radical profile id. Using the radical profile id, the required 

encryption scheme and key are choose to encrypt the data. Also, unique hash 

code is produced for distinct blocks with radical profile id and the index of 

keys selected. The same can be used to reverse the data to obtain original 

one. The  OPOBM model hikes data security performance in cloud.   

Index Terms: 

Cloud, SOA, Blockchain security, Data Encryption, OPOBM 
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Introduction: 

 The use of service orient architecture has been increased in recent times. The 

organizations provide number of services for their users which can be used to access the data. 

The cloud platform has been used to maintain the organizational data with least cost. However, 

the data maintenance in cloud faces variety of challenges in their security. There are number of 

threats can be named being faced by the cloud environment. The malicious user performs 

different illegal activities to degrade the service performance and to steal the cloud data. For 

example, the adversary would perform bruit force attack to learn the data from the cloud. Also, 

the services accessed by the user have been given with set of data which has been transferred 

through number of intermediate nodes in the internet. Presence of malicious node at any of the 

location would try to learn the data. To avoid this, there are number of access restriction and 

security checks prescribed earlier.  

 The trust based approaches restrict the data access through trust value which is computed 

based on the previous behavior in accessing the cloud data. Similarly, profile based approaches 

uses the profile as the key in identifying the trust of the user. Similarly, there are number of 

approaches can be named which challenge the threats. Still, the performance of the methods is 

highly compromising and does not suitable for modern day scenario. 

  

 The block chain technique is used in recent times which contain different blocks to carry 

the data which is cipher and hash code. The hash code is the key which represent the way how 

the data can be decrypted. Also, the block chain has a reference part to tell where to look the next 

block of data. By using block chain, the adversaries can be challenged efficiently. Still in this 

case, the data part can be decrypted by some adversaries and even they can try to learn what kind 

of encryption method is used. To handle this, different hash code methods are used earlier. In 

general, the hash code generation and decoding should be more dynamic and distinct for 

different profiles to challenge the adversary efficiently. 

 With all these consideration, an Optimal Profile Centric Blockchain Model (OPCBM) is 

presented in this paper. The method focused on using different set of encryption schemes and 

keys for distinct profiles. By choosing efficient key from the set by using radical profile id and 

by generating the hash code with the same, the performance of data security in cloud can be 

improved efficiently. 

  

Related Works: 

 The methods of data security towards cloud environment are discussed in this section. 

 A blockchain based security model is given in [1], which applies logic of Burrows Abadi 

Needham (BAN) and ROR (Real or Random ) model for data security.  A two layer 

multidimensional security scheme is presented in [2], which uses block chain with low-latency, 

secure and reliable decision-making algorithm having powerful emergency handling capacity 

(LSRDM-EH) towards secure data transmission.  A blockchain and fog-computing-enabled 



Page 3842 of 10 
Dr.Priya Vij / Afr.J.Bio.Sc. 6(10) (2024) 

security service architecture is presented inn [3], which uses equipment authentication and 

channel privacy protection to handle security issues.   

 Linear Elliptical Curve Digital Signature (LECDS) model is presented in [4], which 

applies blockchain with  above mentioned algorithm to enforce data security with cloud. A 

public blockchain-envisioned secure communication framework for ITS (PBSCF-ITS) is 

presented in [5], which performs access control and key management for communication 

between vehicles.  A blockchain based data security model is presented in [6], to support secure 

data communication in medical systems. The author analyzes different issues and challenges in 

the medical systems.  A blockchain based security model is presented in [7], to support data 

security in Internet of Medical Things. The model enforce access control for health records 

according to the smart contracts used.   

 Merkle Hash Zero Correlation Distinguisher based blockchain security model is given in 

[8], to authenticate IoT devices in the cloud system.   A deep learning model is presented in [9], 

which uses blockchain for secure data transmission in 5G networks.  The model enforce data 

security in different layers of the environment.  A software defined contract based block chain 

model is presented in [10], to support industrial IoT edge networks. The method authenticates the 

IoT devices with blockchain and smart contracts.   

 A two layer security model is presented in [11], which uses agile based model to secure 

relational data base through cloud services.  An  Byzantine fault tolerant scheme based 

environment monitoring system is presented in [12], which applies credit grouping supervision  

to reduce the computation and communication overhead.  A blockchain based security and 

forensics management is presented in [13] for IoT, which analyze various issues in forensics 

management. A blockchain based security analysis technique is presented in [14], which classify 

the techniques into different categories like Burrows, Abadi, and Needham (BAN) logic, game 

theory, theory analysis, and AVISPA tool.  A path compression based blockchain special key 

security (BSKM) technique is presented in [15], which integrates different elements of 

information security.   A bloom filter based blockchain technique is presented in [16], which 

applies block chain security by performing access control with bloom filter. 

 All the above discussed approaches introduce poor performance in data security.  

 

Optimal Profile Orient Blockchain Model (OPOBM): 

   The Optimized Profile Orient Blockchain Model (OPOBM) model receives the 

user request initially. From the user request, the set of data requested and need to be accessed are 

identified. The model classifies the users under various profiles and maintains set of key sets and 

scheme set for various profiles. According to the features identified, the method verifies the 

profile for the grant of access. Also, the method performs key selection and scheme from the 

profile with radical profile id. Using the radical profile id, the method selects the required 

encryption scheme and key to encrypt the data. Also, the method generates the hash code for 

distinct blocks based on the radical profile id and the index of keys selected. The same can be 

used to reverse the data to obtain original one. The detailed working is sketched in this section. 
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 Figure 1: Architecture of Proposed OPOBM Model 

 The working sequence of OPOBM model is displayed in Figure 1, where the complete working 

of each function is detailed here.   

Service Handling: 

 The service handling function is responsible for receiving the service request from the 

user. From the request, the method should identify what service is requested and what are the 

features the service is accessing. Using these details, the method estimates the Access grant 

weight (AGW) for the user according to the profile given. If the value of AGW is higher than the 

acceptable value, then the user is allowed to access the data, otherwise the user will be denied 

from accessing the service data. Further, the method performs block chain generation and 

Radical Profile Hash code generation to complete the process. Obtained blockchain has been 

returned as result to the user. 
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Algorithm: 

Given: Profile data Pd, Service Request Sr 

Obtain: Blockchain B 

Start 

 Read Pd and Sr. 

 Service s = 𝑆𝑒𝑟𝑣𝑖𝑐𝑒_𝐼𝑑 ∈ 𝑆𝑟 

 Feature list Fl = 

𝑆𝑖𝑧𝑒(𝑆𝑝)
∑ 𝐹𝑒𝑎𝑡𝑢𝑟𝑒𝑠 → 𝑆𝑝(𝑖) 𝑤ℎ𝑒𝑟𝑒 𝑆𝑝(𝑖). 𝑖𝑑 == 𝑆. 𝑖𝑑

𝑖 = 1

 

 Compute AGW = 

𝑠𝑖𝑧𝑒(𝐹𝑙)
𝑆𝑖𝑧𝑒(𝑃𝑑)

𝐶𝑜𝑢𝑛𝑡(𝑃𝑑(𝑗)==𝐹𝑙(𝑖) && 𝑃𝑑(𝑗).𝑢𝑠𝑒𝑟==𝑠𝑟.𝑢𝑠𝑒𝑟)
𝑗=1
𝑖=1

𝑠𝑖𝑧𝑒(𝐹𝑙)
 

 If AGW>Th then 

   If request.type is access then 

    Blockchain B = Perform Blockchain Generation 

    Perform Radical Profile Hash Generation. 

    Send result to the user 

   Else 

    For each feature f 

     Perform verification. 

    End  

    Update data to cloud. 

  Else  

   Deny access. 

  End 

Stop 

 The working of service handling function is presented in above pseudo code which 

restricts the user access according to the AGW value measured and generates the block chain. 

Also the method applies radical profile hash generation to complete the process. 

Blockchain Generation: 

 The proposed method generates a block chain as per the profile of user. From the profile 

and the set of features being accessed, the method generates the block chain with k number of 

blocks. Each feature has been encoded in the distinct block, where the method encrypt the data 

with specific distinct encryption scheme and key dictated for profile. The method maintains set 

of schemes and key set to support the encryption process. To identify the scheme for each 

feature, the method applies radical profile id as the key to be used toward the selection of key 

and scheme. For example, if the radical profile id is “US001HS” which denotes “United Service 

001 House Surgeon”. From the radical id, the method counts the numeric value of the all the 

digits. The digits are summed to get a whole number. If the whole number is 

“21+19+0+0+1+8+21”=70, then the method get the modulus value of 26 which denotes the total 
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alphabets. This operation yields the value of 18, which denotes the index of scheme and key to 

be selected.  Concern scheme and key selected has been used to encrypt the data.  Each block has 

been iterated with the same process to generate the block chain.  

Algorithm: 

Given: Profile Data Pd, Service S 

Obtain: Blockchain B 

Start 

 Read Pd and S. 

 Radical id Rid = 

𝑆𝑖𝑧𝑒(𝑃𝑑)

𝑃𝑑(𝑖). 𝑅𝑖𝑑? 𝑃𝑑(𝑖). 𝑈𝑖𝑑 == 𝑆. 𝑢𝑖𝑑
𝑖 = 1

 

 Scheme set Ss = 

𝑆𝑖𝑧𝑒(𝑃𝑑)

𝑃𝑑(𝑖). 𝑠𝑐ℎ𝑒𝑚𝑒𝑠𝑒𝑡? 𝑃𝑑(𝑖). 𝑅𝑖𝑑 == 𝑅𝑖𝑑
𝑖 = 1

 

 Key set Ks = 

𝑆𝑖𝑧𝑒(𝑃𝑑)

𝑃𝑑(𝑖). 𝑘𝑒𝑦𝑠𝑒𝑡? 𝑃𝑑(𝑖). 𝑅𝑖𝑑 == 𝑅𝑖𝑑
𝑖 = 1

 

 Feature set Fl = 

𝑆𝑖𝑧𝑒(𝑃𝑑)

𝑃𝑑(𝑖). 𝐹𝑒𝑎𝑡𝑢𝑟𝑒𝑠? 𝑃𝑑(𝑖). 𝑠 == 𝑠. 𝑠𝑖𝑑
𝑖 = 1

 

 Generate blockchain B = 

𝑆𝑖𝑧𝑒(𝐹𝑙)
𝐺𝑒𝑛𝑒𝑟𝑎𝑡𝑒 𝐵𝑙𝑜𝑐𝑘 𝑎𝑛𝑑 𝑎𝑑𝑑 𝑡𝑜 𝑐ℎ𝑎𝑖𝑛

𝑖 = 1

 

 Compute radical index Ri = 

𝑆𝑖𝑧𝑒(𝑅𝑖𝑑)

𝑠𝑢𝑚 (𝑁𝑢𝑚𝑒𝑟𝑖𝑐(𝑅𝑖𝑑(𝑖))) 𝑀𝑜𝑑 26

𝑖 = 1

 

 For each block b 

   Scheme index Si = Rand(ss,Ri) 

   Key index ki = Rand(ks,Ri) 

   Cipher text CT = Encrypt(b.data,ss(si),ks(ki)) 

   Add CT to block b. 

   Perform Generate radical hash code generation.   

 End 

Stop 

 The blockchain generation scheme uses radical index from the radical id to perform data 

encryption. 

Radical Profile Hash Code Generation: 

 The radical profile hash code generation algorithm generates the hash code according to 

the given radical index with the index of scheme index and key index. The radical index, scheme 

index and key index are separated with a hash symbol. Generated has code has been added to the 

hashing part of the block given.  
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Algorithm: 

Given: Block Chain B, Block index bi,  radical index Ri, Scheme index Si, key index ki 

Obtain: Block chain B   

Start 

 Read B, bi, ri, si, ki 

 Hash code Hc = Ri+”#”+Si+”#”+ki 

 B(Bi).Hash code = Hc 

Stop 

 The above discussed algorithm generates the hash code according to the radical index, key 

index and scheme index provided.  

Results and Discussion: 

 The proposed optimized profile orient blockchain model is simulated using Advanced java 

and evaluated for its performance in different parameters.   

Parameter Value 

Tool Advanced Java 

Number  of users 200 

Number of features 50 

Number of services 100 

 Table 1: Evaluation Details 

 The environment details  used for performance evaluation is given in Table 1.   

                                        Security Performance vs Number of Services 

 25 Services 50 services 100 Services 

BAN 69 73 77 

LECDS 73 77 82 

LSRDM-EH 77 81 87 

OPOBM 84 89 96 

Table2: Analysis on security performance 

 The performance in security is measured for various methods and presented in Table 2, 

where the proposed OPOBM model produces higher security performance than other methods. 
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 Figure 2: Analysis on security performance 

 The performance security is measured and compared in Figure 2, and OPOBM has 

produced higher security performance than other methods.  

                                        Throughput  Performance vs Number of Services 

 25 Services 50 services 100 Services 

BAN 68 72 76 

LECDS 72 76 81 

LSRDM-EH 76 82 84 

OPOBM 84 88 97 

Table3 Analysis on throughput performance 

 The performance in throughput is measured for various methods and presented in Table 3, 

where the proposed OPOBM model produces higher throughput  performance than other 

methods. 
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 The performance security is measured and compared in Figure 2, where the proposed 

OPOBM has produced higher security performance than other methods.  

Conclusion: 

 This paper presented a Optimized Profile Orient Blockchain Model (OPOBM) model 

towards data security in cloud. The method receives the user request initially and identifies the 

set of data need to be accessed. According to the features identified, the method verifies the 

profile for the grant of access. Also, the method performs key selection and scheme from the 

profile with radical profile id. Using the radical profile id, the method selects the required 

encryption scheme and key to encrypt the data. Also, the method generates the hash code for 

distinct blocks based on the radical profile id and the index of keys selected. The same can be 

used to reverse the data to obtain original one. The method introduces higher performance in data 

security with higher throughput. 
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