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ABSTRACT- As the cloud computing technology is increasing its boom, its
importance in the medical services is also increased. We propose, a security
mechanism for the cloud to store all the data from the hospitals such as electronic
health records (EHRs) with ABE scheme based on block chain technology. It
offers the hospital authorities and the users the security to login and also store their
private data. Attribute-based encryption (ABE) algorithm realizes flexible and
fine-grained access control, a large number of patients subscribe or unsubscribe the
different medical services frequently in the cloud, which takes a huge cost for
membership management. In this paper, we will construct a dynamic key policy
ABE scheme in the distributed telemedicine system with the keys sent to the users
and the authorities. The user and the authority’s credentials are not overlapped.
They are stored within their boundaries with all the CP-ABE and the KP-ABE
schemes. With the Block chain technology, the Personal Healthcare Information
stored in public cloud is covered in integrity, which avoids the misdiagnosis
coincidence from the wrong electronic fitness information distorted by a malicious
user or authority from the internal cloud. Ultimately, we analyse the collusion
assault in multiple authorities and formally show the safety of this protocol in a

well-formed version.
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OVERVIEW

Mostly, this paper is investigating the
dictator-following consensus problems with
the dual-agent system with continuously
monitoring the interaction constraints and have
unreliable interaction environment. The two
kinds of interaction schemes are event-trigger
and self-trigger schemes and they have been
well designed and efficiently performed in the
attacks of Denial of Service. In these
interaction  schemes,  synchronous and
asynchronous types of controlling protocols
have been deployed, which will guarantee the
dual agents to effectively achieve the dictator-
following consensus in an untrustworthy
network type of environment. The self-
Triggered scheme is further decreased the
event detection cost, it also determines the
next triggering by computing it.

EXISTING SYSTEM

In this we have a cloud service
provider, in which it connects the patient with
the medical staff who are in the different
position with the convenience and also the
fidelity. In the meanwhile, the healthcare data
on the public clouds brings extra challenges on
the security. The Attribute Based Encryption
algorithm realizes flexible and fine grain
access control mechanism, which have large
number of patients who are subscribed and
Also unsubscribed from the different medical
services who are present in the cloud, it takes
huge cost for the membership

LIMITATIONS

The requirements of the medical
resources increases drastically in this health
care system. The subscribed patients who are
living in the rural areas, in which the traffic
flow is inconvenient, and are more in lack of
mobility and as well as accessing the authority
to high quality health care and especially for
the aged and also the disabled ones.

PROPOSED SYSTEM

In this proposed system, we are
proposing an ABE algorithm with an

Page 630 of 7

authentication and authorization schemes with
high flexibility and efficiency for the medical
on demand (MoD) services of telemedicine.
The patients who wants to order service, they
must have to enrol or subscribe for the
telemedicine. Whenever the patient, uses an
alter option in the service then it must not
require any update in the parameters and the
statuses are remained unaffected. We propose
a key policy ABE scheme in which the
telemedicine system is distributed and also it
aims to update the patient's keys uniquely and
the dual authorities that should manage this
system together, that is more similar to the real
situation. We can use another technology like
block chain with the database technologies for
the storing the health care data in the public
cloud in a protected manner in the integrity.
By this we can avoid the misdiagnosis
accidents data from the inaccurate information
in the EHRs. Malicious users and also the
attacks can be removed by the proposed
system. The efficiency of the cloud storing can
be evaluated to a maximum with the key based
ABE scheme.

ADVANTAGES

The advantages of this proposed
system is the rural area patients can also able
to interact with the different areas dual agents,
which will overcome the issues with the
distance so that we can increase the medical on
demand services in the rural areas and also
saves the lives in critical and emergency
situation in the rural areas.

METHODOLOGY:

The proposed scheme will effectively
works on the privacy issues of the patients
who are already subscribed for the medical on
demand services through online. Block chain
technology is used for the integrity and the
data is stored in the chain of transactions in the
cloud. Cloud is used to store the encrypted ehr
for future use. After successful download of
ehr the patient can get the key to decrypt the
ehr.
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The key policy based Attribute based
encryption mechanism is used to encrypt the
patient record with the unique patientid and
the record is sent to the cloud with the help of
block chain hashing technique. The patient
whenever they want to know their respective
ehr, then the key is used to decrypt the ehr,
every patient will have a unique key.

The authority will be responsible for
the uploading of the ehrs into the cloud.
Whenever patient enquires for the ehr, the
cloud will send the request access to the
authority whenever the authority gives the
response with the key then only the patient
will get the download option for their
respective ehr.

With this the integrity and the privacy
information of the user is secured.

Multi-Authority

1n.:|u..‘u.
Service
—~—

F Cloud Service
Provider

Doctor Patient

Figl. Proposed method

The proposed methodology ABE scheme
with multi-authority, we construct seven
algorithms that are provided in detailed as
follows.

Global Setup: This algorithm consists of three
steps.

Step 1. Given the security parameter 16 , the
telemedicine system generates a bilinear
mapping ¢” : G x G — GT with generators g, h
of G, where G and GT are additive cyclic
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group and multiplicative cyclic group
respectively whose orders are the same prime
value p. Step 2. Generating two default
patients with global identity {GID0,GID1}.
Supposing that there is a strong collision
resistant hash function H: {0, 1} * -> Z * p ,
computing two default patients U = {u0 =
H(GIDO0), ul = H(GID1)}. Randomly choosing
2(JA7+1) elements{vi,j} VieU,je{l1,2,...|A"|},
and {ti}vieU in Z = p, computing {Vj = (Y
vieU vij)g} je{l.2,..JAT}, {vij = Y
ké=i,keU v -1 K.j +  tivigj}
vieU,je{l1,2,..,|A"]}. Step 3. The public
parameters are the tuple of params = (e”, G,
GT , p, g h H{Vj{vij}vieu }
Vje{l,2,...,|A7|}, Ver), where Ver is a version
number of these parameters.

Authority Setup: This algorithm consists of
four steps.

Step 1. Generating N authorities A1, A2, - - -,
AN . For each authority Ag, it manages its
attribute set A~ q = {"aq,1, aq,2 . . . a'q,nq
}9€[1,N] , and picks aq € Z = p randomly,
computes wq = "e(g, g) aq . For each attribute
a’q,m € A™ q, where m € [1, nq], selects yq,m
€ Z = p randomly and computes Tgm =
vqgmg, T 0 gm = yqmh. Step 2. Two
authorities Ag and Al share a value sgl € Z = p
between themselves as a pseudorandom
function (PRF) seed which is transmitted in
the two-party key exchange channel secretly,
and it can be found that sql = slq obviously.

Step 3. Ag and Al choose xq, xI € Z * p
respectively, and take a secure key agreement
protocol to define a PRF for two patients as
PRFq,I(u{0,1}) = xgxl sql + u{0,1} h, where
u{0,1} represents a hash value of GIDO or
GID1. Step 4. Authority Aq outputs his public
key as PKq = (wg,{Tqg,m, T 0 gm}me[1,nq]),
while its private key is SKq = (og,
xq,{sqlHe{1,2,...N}{q},{yq,m}me[1,nq]).

KeyGen: Based on the tuple of params, a new
Patient i takes part in the telemedicine system.
Let A be an access policy of Patient i, this
algorithm returns a tuple of private keys that
enables this new Patient i to obtain the



Supriya Reddy Yellatooru / Afr.J.Bio.Sc. 6(10) (2024)

cipertext CT only if the attribute of CT
satisfies this access policy A. This algorithm
consists of four steps. Step 1. The authority
randomly picks (JA7| + 1) elements {ti,{vi,j}
Vje{l,2,...,|A7|}} in Z * p . Step 2. Setting U =
U u {i}, authority Aq choosesrqe Z *p.

Step 3. Patient i interacts with every authority
Aq in N — 1 times to achieve the anonymous
key issuing. Then, it computes Dgl = aqg +
rgh + PRFql(i) for q > 1, Dql = aqg + rqh —
PRFqgl(i) for g < I, and Di = X
(g,hef{1,2,..N}x({1,2,..N}\{q}) Dgl = X N
q=1 (N — Dagg + X N g=1 (N — l)rgh,

{Vi = vijVj} Vie{l,2,.. AT}, {vij = Y
k6=i,keU v —1 k,j + tivij} VjE{1,2,...,|A7]},
{vk,j = (vkj — tk vkjv -1 ij + tk vk,j}
vk6=i,keU,je{1,2,...|A"|}. Step 4. Let A be an
access policy over the set of attributes A”. By
using of the linear secret sharing scheme, we
can obtain the share {Bj} of the secret s € Z *
p . It denotes the element corresponding to the
share Bj as a”j € A", where aj is the attribute
underlying a”j . Note that a”j may be negated
or non-negated attribute. For every j such that
a”j is non-negated attribute, D (1) i,j = {v —1 i,j
Biaqgiq€{l,2,...N}, D (2) ij = { v —1 i,j Bjrq
1+ti( QieU vij) h}ge{1,2,...N}, D 3) i,j =
{tifjoqg}qe{1,2,...N}, D @) | =
{Bjrgh}q€{1,2,...,N} . For every j such that aj
is negated attribute, D (5) i,j = { Bj Pnq m=1
vq,m (Di)}q€{1,2,....N}, D (6) j = Bj Pnq m=1
vq,m rqg. The private key of patient i consists
of the above group elements that SKi = (D (1)
ij,D@ij,D@®ij,D@®j,D®)ij,D
©)])

Revoke: This algorithm is aimed to revoke the
private key of some registered patient u, the
authority increases the version number Ver
and updates {Vj,{vij}VvieU } vje{1,2,...,|A"[}
in params in the following, {Vj =v —1 u,j Vj}
Vie{l,2,...JA7]}, {vk,j = (vk,j — tk vk,jvu,j +
tk vk,j} vk6=u,keU, je{1,2,...,|A”|}. Then, the
authority deletes {vu,j} Vje{l1,2,...,|JA"]}.
Encrypt: This algorithm takes (DEK, A",
Params,s) as inputs, where A~ is a set of
attribute for the medical service, and encrypts
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this service under the DEK. A set of values
{sj} je{1,2,..,JA7|} is randomly selected,
which satisfies the equation |A™P | j=1 sjpj = s.
Then, it outputs the ciphertext of the DEK as
follows. CT = (A”, ¢ (0) =DEK - (Y N g=1
wa) s, {c (1) j = SiVi} JE{1.2,. A"}, {e (2) ]
= sjg} je{1,2,...,JA[}, {c (3) j = Xnq m=1
sjTgq,m} je{1,2,...,|JA"[},qe{1,2,....N} , {c (4) ]
= Xnq m=1 siT 0 q,m}
Je{1,2,...JA7]},qe{1,2,....N} , Ver).
ReEncrypt: This algorithm inputs the current
parameters params, an exist ciphertext CT ,
and the corresponding s, it outputs the updated
ciphertext CT * which is accessed by replacing
{c (1) j}Vje{l,2,.,JA%} of CT with {c (1)* ]
=sjV x j } Vje{l1,2,...|A"|}, where V * j is the
current public parameter.

Decrypt: Patient checks whether A(A") =
TRUE holds or not. If not, outputs L.
Otherwise, executes the following. For each
non-negated attribute aj € A", patient
computes Fj = Q N g=1 [e"(vij(D (1) i,j + D
2)ij)-D@3)ij,c (D) QNg=1 [e(c ()
i.D @)= "eg g sipj PN g=1 aq . For
each negated attribute a”j €/ A", patient
computes Fj=e" (D (5)1,j,c(3)jN-1)QN
=1 [eXc 4)j . D (6) )] = "e(g, g) sipj PN
g=1 aq . Then, patient computes F = [A~ Y |
j=1 (Fj) = "e(g, g) s PN g=1 aq . Finally,
patient obtains DEK that is uses to access the
medical services by computing

DEK = ¢ (0)/ F.

Doctor Encrypion ¥ Unloading EHR

Cloud

kio . _*Decwpung fheEHR

Patient

acoount

Figure 2: Flow

The above figure 2 represents the flow of the
proposed system. The doctor can be an
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authority, cloud and the patients can login with
their own credentials into the application.
After entering the cloud will be able to see all
the documents ehrs in its storage space. The
doctor with his/her private key will encrypt the
EHR and combining with the public key of the
patient and performs encryption and sends it to
the cloud.

The patient will request for the key from the
authority to download the EHR from the cloud
after successful download of the ehr, then the
patient will decrypt with the private key and
the key which he received from the authority.

DATASET:

The dataset used for the proposed method
consists of the Patientld, Patient Name, Age,
Height, Weight, Gender, Blood
Group, BP, Body Type, Diseases, Haemoglobi
n, CBC, Cholesterol, Sugar, Handicapped, and
Physically Challenged. All the details are
filled with the authority like doctor or the
hospital management. The other dataset used
in the experiment consists of the seven
attributes namely Patient ID, Patient Gender,
Patient Date Of Birth, Patient Race, Patient
Marital Status, Patient Language, Patient
Population Percentage Below Poverty.

RESULTS:

After implementing the ABE scheme
with block chain technology the percentage of
patients in the rural areas have got more
number of subscribers and the cloud storage
for the patients have got more and more
increased. This proposal can give the security
for the privacy data of the patients. The below
graph shows the increase in the percentage of
the patients in every year.

The x-axis represents the year and y-axis
represents the percentage of growth in the
rural areas.
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The computational time for encryption in the
ABE scheme can be very much lesser and the
notation for the computational cost is
O(m, X n.).

The X-axis represents the number of attributes
in the ciphertext and Y-Axis represents the
computational time for encryption in
milliseconds.
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Figure 4: time for encryption

The computational time for decryption in the
ABE scheme is very much lesser than that of
other algorithms. The notation for this can be
represented as O(myXn).

The x-axis represents the number of attributes
in the user and the time of decryption on the y-
axis.
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Figure 5: time for decyption
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In the figure 6, It represents the marital status
of the patients both male and female, who are
going for the medical check-ups. The married
patients are more often opting for the check-up
clearly, we can see that in the figure.

Patient marital status

L35
2
£
3
H
il

seperated Unknown

Figure 6: Marital status

In the Figure 7, It represents the year of birth
of the patients of both male and female. In the
bar graph, it is clearly represented that the
patients belongs to the 1961-1980 are going
for the medical check-ups.

Birth year of patients
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Figure 7: Year of birth

In the figure 8, It represent the various
languages spoken by the patients. In the
dataset, there are four languages that are
Hindi, Marathi, Tamil, telugu.

Language of patients
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"
i
§
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§
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Hindi Marati Tamil Telugu

Languages

Figure 8: languages
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In the Figure 9, It represents the race of Indian
history, Like Caucasoid (white),

Mongoloid (yellow),Negroid (black),
Australoid.

Patient Race
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m I I
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b

| I I

1

0

Hustrloid Caucasoid (white] Wongokid yelon] Negroid [lack)
Rata of ndian hisory

NMumbar

Figure 9: Patient Race

CONCLUSION:

The conclusion of this paper is that we
can put forth an independent ABE scheme
with the dual authorities, which is applied in
the MoD service of telemedicine system. The
patients will enrol in this service freely and
can change the access policies on demand, in
the unrelated patients they must have to renew
their keys in registration and update before
login and also ordering for a service. The
block chain with ABE technology is used to
chain all the patients’ data to avoid tampering
by the unauthorised user and authority.

FUTURE ENHANCEMENT:

The future enhancement of this can be
a deduplication removal of the ehr from the
cloud. For the removal of deduplication in the
cloud we can use a policy based deduplication
removal which will automatically removes the
duplicate entries by the authorities. We can
also keep away all the unauthorized authorities
or the malicious users in the real time.
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