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Abstract:- This research investigates how Wireless Sensor Networks
(WSN) could be weak places for attacks by hostile nodes, therefore
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propose a fresh approach to set apart reliable from non-reliable nodes.
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I INTRODUCTION

The Internet of Things is helping 5G wireless
transmission technology to be rapidly embraced. The
Wireless Sensor Network (WSN) features many
monitors that can pick up a wide range of data types fit
for many applications. The primary means of sensor
connection to their environment are wireless sensor
networks (WSN). One cheap and simple approach to
accomplish this is with wireless sensor networks (WSN).

Wireless networks are finding difficulty as the
information revolution develops. Mobile networks are
rather common in the telecom industry since they can
manage more users than standard wireless networks [1].
WSNs, or wireless sensor networks, find application in
the smart grid, security, monitoring, and healthcare
among other fields. To cut the power consumption in
Wireless Sensor Networks, sensor nodes must be
positioned precisely at various depths. This layer
requires a routing method so that data packets may pass
several network layers. Sensor systems gathers and
analyzes physical data. An Analog-to- Digital Converter
(ADC) converts continuous analog impulses from
sensors into digital data that control systems can employ.
One can monitor small groups of people using portable,
small, energy-efficient devices [2]. They could fit their
surroundings and get along on their own. Usually
covering an area of 20 square meters, twenty sensor
nodes are distributed. Mobile nodes' small scale is what
causes them to utilize fairly little energy. Users of sensor
data uploaded to the cloud can retrieve it and examine it.
Radio communication's data flow is heavily influenced
by the network layer. Routing techniques in wireless
communication speeds data packets sent at the network
layer. Globally 1Ds are not used by networks.

Researchers have devoted a lot of time over the past ten
years investigating the several issues sensor networks
bring about. These concerns center on the most
fundamental aspects of energy sources, including
knowledge sharing, storage, and processing. WSNs can
last more if one uses a hierarchical routing approach.
This routing system divides the nodes into smaller groups
known as clusters and thereafter selects one cluster for
every other cluster. Data from nearby nodes powers the
header.

Over time, a great variety of approaches—including
optimization, aggregation, regression, and
classification—have been applied. Among other sectors,
engineering, medicine, and computer technology have
applied these techniques. These days, a lot of people
employ machine learning as it is a broad and fascinating
technique. Thanks to machine learning, robots can pick
up new abilities and fit to new surroundings right away.
It use technology to rapidly, precisely, and in a way that
can forecast future events view complex data.
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1. RELATED WORKS

With an eye toward mobility and data collecting, this
work largely addresses the optimal approaches to handle
data in wireless sensor networks. Sharmin et al. (2023)
claim that a hybrid particle swarm optimization method
might be employed to set up a low-energy clustering
method for data transportation. When the LEACH
technique was applied, it consumed less electricity.
Sensor nodes were arranged such that power
consumption may be reduced. WSN aims mostly to
identify cluster heads [3]. The amount of data gathered
and the way resources are applied can be considerably
influenced by the choice of a lousy cluster leader.
Daanoune et al. (20211) investigated the LEACH
approach as a means of extending the lifetime of wireless
sensor networks (WSN). Regular battery changes are
required of many small network nodes, hence using
wireless sensor networks consumes a lot of energy. The
distance between the sender and destination determines
the packet speed; so, nodes in a Wireless Sensor Network
(WSN) lose a lot of energy when they interact [4].

This work investigates how job cycle and clustering
could assist to alleviate these issues and extend the
lifetime of networks [5]. The objectives of the project are
to discover Cluster Heads (CHs) for data collecting
utilizing ILEACH to HPSO, reduce energy consumption,
and extend systems lifetime. The findings of this work
were favorable since the modeling methods applied in
this work made the WSN network considerably more
stable. One study indicated that by distributing the load,
the CFPSO cell attaching technique could enable
5GLHNSs operate better. More research into several
approaches to maintain time consistency [6] was done. In
2021 Amanlou et al. presented their safe and successful
approach. Using this method results more accurate
cluster synchronization. To find out how securely and
effectively the suggested approach will operate in the
actual world, an empirical assessment was conducted.

Using Particle Swarm Optimization (PSO), Jari et al.
(2021) developed a method to locate sinks and distribute
loads equally over networks. Both approaches presuming
a two-tiered structure with many nodes at the bottom
level To provide an equal distribution of the data burden,
a route tree connects the Sensor Nodes (SNs) to the
correct Cluster Head (CH [7]. Using particle swarm
optimization helped the programs used in the mobile base
station to make the second-level stay spots better. Every
mobile base station uses the ant colony optimization
technique to build a top level multicast route tree.

I RESEARCH METHODOLOY

This paper introduces a novel data flow routing technique
meant to extend the lifetime of Wireless Sensor
Networks (WSNs). Material already cleaned-up was
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used for training the Deep Learning module [8].
Ultimately, based on CNN-FL, the recommended path of
choice proved to be rather successful. Data sorting can
be improved by means of clustering. This is why the
CNN-FL approach proposed, grounded on Deep
Learning (DL), performs effectively for data
management. Figure 1 illustrates the method of planning.

Created to simplify data collecting was the Data
Gathering Block (DGB). The NSL-KDD dataset contains
attack type names kept in CSV format. Between the total
number of records in the original KDD dataset and the
number of records chosen from every difficulty grade
group, the path is not straight-forward [9].

obtain
node information

Initialize NV=1

/‘orm cluster based on .L:"/

select minimum delay
and mobile nodes
with high energy

Determine NV
asperegn 3

set NV=0.25 if the
delay and packet
drop is maximum

iclassify malware and send the information
trust nodes for routing

Fig.1: Denotes flowchart for the proposed methodology.

e Collection of data

Machine learning algorithms have increasingly varying
classification rates, which has made accurate comparison
of them simpler. Instead of selecting a random sample,
researchers might examine the full set—that which
comprises the testing and training sets. This approach
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presents a more realistic image given the volume of
records. In this sense, the evaluation findings of several
research initiatives will be reliable and consistent [10].

e Pertains to data preprocessing

Upon arrival at the DGB, the data is pre-trained for the
deep learning-based algorithms in accordance with the
specified requirements. Data preprocessing is the process
of applying filters to data prior to its availability to a deep
learning model. Additionally, this data is transmitted to
the trust-based safer routing module and the cluster to
guarantee the highest level of energy conservation and
efficiency during data transmission. The data preparation
operations will be fully utilized by the data initial
processing agent [11]. The data is cleansed, integrated,
and updated before proceeding.

Using clustering is a crucial approach to enable better
functioning of wireless sensor networks. The clustering
feature consists in cluster creation, cluster head selection,
cluster management [12]. Establishing characteristics
shared by all the nodes in a network facilitates the
division of them into distinct groups performing
particular tasks. Fair majority vote selects the cluster
leadership of the network. They lack freedom to travel
about and few resources, nevertheless. If you must adjust
the routing, clustering, or assignment settings, contact
the component of cluster support.One is discussing
CNN-FL techniques.

The CNN-FL approach fast and precisely pulls out
features from data. The routing method finds the
optimum path for two locations to forward data to one
another. Routing techniques should be arranged
according to their energy consumption, safety level, and
degree of accuracy [13-14]. While the Neuro Genetic
Optimizer (NGO) discovers the fastest path, the CNN-FL
approach properly arranges data depending on the
navigation plan. A fuzzy logic-based attack system will
be implemented to identify malware nodes and create a
safe new path for data to be transferred, therefore
safeguarding the network [15].

* An energy management tool.

One might find the energy control module at the bottom
of the focal block. Here is the book. Limited energy
resources in sensor networks make energy control crucial
in WSN architecture [16]. Energy management's
responsibility is to monitor the total energy consumption
of the network so as to maintain constant sensor node
energy levels. It sets up groups, selects a cluster leader
using the clustering tool, and keeps them functioning.
This is accomplished by organizing a consistent means
of communication between the energy management team
and the cluster manager. They collaborate to monitor all
facets of energy consumption. Decision-makers.
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V. RESULTS AND DISCUSSION

In this work we introduce CNN-FL, a fresh method of
feature classification. Among the approaches applied in
this method are max pooling, completely linked (FC),
soft max, and convolution. We develop the CNN-FL
module using the NSL-KDD dataset. The data of the
NSL-KDD dataset come from fuzzy logic elements. Data
utilized for learning by a convolutional neural network is
selected using FL. The thick layer of the Convolutional
Neural Network (CNN) is subsequently filtered using a
Rectifier linear unit (ReLU).
The performance of the pre-trained module was
subsequently tested using the selected dataset. The
outcome of the layer preceding it tells the following one
what to do. The CNN module is supposed to increase
classification accuracy by spotting instances of
detrimental software intrusion. We created the maps with
CNN layers featuring 64 and 128 filters. The RELU
activation function lets you see layer-to- layer change in
volume. The fully connected (FC) layers get what results
from the convolution layer. Examining the
characteristics helps the FC unit identify a malware
attack on a network.

This proposal investigates a fresh approach to arrange
safe routing. CNN-FL labels nodes either as trustworthy
or wicked. The CNN has been taught to discover possible
malware issues and raise the classification accuracy. The
proposed CNN-FL system rapidly and precisely groups
data and extracts features.
The routing protocol has to be utilized to identify the
fastest path since transporting data from one location to
another consumes time. Depending on how they discover
the optimum approach to accomplish tasks, routing
algorithms are characterized as either correct, safe, or
energy-efficient. A extremely effective routing system
forms the foundation of the CNN-FL data sorting
technique.

Finding network nodes and labeling them as either trust
or malicious nodes, the CNN-FL technique uses CNN-
FL will alter data flow using secure routing technologies
such that hackers cannot enter the network.
Additionally tested is the neural genetic planner to
identify the most secure approach to create the optimal
link between network nodes. Its mechanism is dependent
on star direction. The Neuro Genetic Optimizer NGO
discovered the finest approach of operation. Using
particular nodes found by means of intrusion-based fuzzy
logic, the entire network will be safeguarded from
malware by means of a new, safer path for data transfer.

We evaluate the performance of the proposed CNN-FL
with NGO using the NS2 model. The proposed approach
is compared against several methods, including
ASNGSRA, DMCNN, and FRCSROD, using the test
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findings. The key assessments of the CNN-FL approach
on performance are attack resistance and security
analysis. After then, the CNN-FI with NGO is tested to
identify the optimal network strategy among others with
minimum latency and energy consumption.

e Methods of Evaluation

The fundamental evaluation indicators are employed to
verify the proposed deep learning technique, CNN-FL.
F1-score, precision, accuracy, and recall comprise the
evaluation metrics.

— Accuracy =TN+TP/TP+ TN+ FP + FN
— Precision=TP /TP + FP

— Recall=TP/TP +FN

— F1Score=TP/TP+FP+FN

The simulation allows for the modification of a variety
of factors, such as the number of sensors, the size of data
packets, the routing system, the transport protocol, and
mobility. The parameters' values are illustrated in Table
1.

Table 1. Denotes Simulation parameter and its value.

Parameter Value
A 500 x 500
N 100-1000
E 5J
size 4096 bits
RP LEACH
TP TCP
M random

By conducting a comparison with the fundamental CNN
technique, we verify the effectiveness of the proposed
CNN-FL. Comprehensive analysis outcomes are
illustrated in Figure 2.

Precision anlysis

mCNN

Precision %

m CNN-FL

dl d2 d3 d4 d5
number of demonstrations
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Fig.2: Precision analysis of the proposed CNN-FL and CNN
technique.

We can see the unprecedented precision of CNN-FL by
referring to the figure that came before it. This is in
comparison to the most advanced CNN approach. The
effectiveness of the model is shown to improve in direct
proportion to the number of demonstrations and
researches that are conducted.

As a result of the decreased amount of energy
consumption and delay in the nodes, the total
performance of the suggested CNN-FL with NGO was
seen to improve by 17%. In comparison to other ways,
this method is capable of sending the highest quantity of
data packets to the node that is meant to be the ultimate
destination. Through the correct prediction of trust and
the identification of malware nodes, the occurrence of
false positives can be significantly decreased.

V. CONCLUSION AND FUTURE DIRECTION

In order to establish clusters and select leaders, fuzzy
logic was implemented in the current research.
Additionally, it allocated resources for the rotation of
cluster chiefs after each round. We sought guidance from
both the celestial navigation technique and the non-
governmental  organization  (NGO) integration
framework in order to determine the most effective
course of action. This research also employs a
Convolutional Neural Network with a Fuzzy Logic-
based Deep Learning model to effectively detect probing
attacks. The research also introduces a trust management
system that incorporates fuzzy logic and CN-FL
outcomes. The research trials conducted for this research
have shown that the reliability of a routing strategy
increases by over 16% when compared to numerous
existing secure routing protocols. The proposed CNN-FL
improves intrusion detection accuracy by over 7% and
reduces false positives by over 16% by incorporating
fuzzy logic into the classification process. Future
research on intelligent agents that interact and coordinate
among nodes could concentrate on improving detection
accuracy while decreasing false positives.
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