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Abstract: Water is essential for the survival of humans, animals, and plants, yet its
quality often falls short of suitability for various purposes due to industrialization,
mining, pollution, and natural factors altering its composition. Regulatory bodies like
the World Health Organization set guidelines for acceptable water quality levels,
emphasizing parameters crucial for human consumption and irrigation. Assessing
water quality involves laborious sampling, parameter measurement, and adherence to
stringent guidelines, presenting challenges. This study proposes a network architecture
utilizing LoRa technology to collect real-time water parameter data, aiming to
automate the assessment of water suitability for drinking and irrigation using machine
learning (ML) tools. Simulations employing Radio Mobile suggested a partial mesh
network topology as most effective for the monitoring network, considering land
topology. Given the scarcity of large, open datasets for drinking and irrigation water,
the study developed usable datasets for ML model training. Three ML models—
Random Forest (RF), Logistic Regression (LR), and Support Vector Machine
(SVM)—were evaluated for water classification, with LR showing superiority for
drinking water and SVM for irrigation. Recursive feature elimination was employed
with the ML models to identify the most influential water parameters on
classification accuracies.

Keywords: Cyber physical system, LoRa, drinking water, irrigation water, machine
learning, water quality index, water monitoring network.

I. INTRODUCTION

Access to water is deemed crucial for human survival, recognized as a fundamental human right
and integral to achieving the Sustainable Development Goals (SDGs) set forth by the United
Nations in 2015, particularly SDG 6, which emphasizes the universal access to clean water and
sanitation. Clean water access not only aligns with SDG 3, promoting good health and well-
being, as contaminated water serves as a vector for diseases like cholera and typhoid, leading
causes of mortality, particularly among children, in developing regions of Africa and Asia.
Additionally, water plays a vital role in agriculture and food production, with approximately
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10% of the global population suffering from malnutrition, predominantly in developing nations,
where hunger contributes to 45% of infant mortality. Recognizing food security as a critical
imperative, SDG 2 aims to end hunger by promoting sustainable agriculture and improving food
distribution, highlighting the reliance of food production on water for irrigation and animal
consumption. Hence, ensuring the availability and sustainable management of water suitable for
agricultural use remains paramount for global food security efforts. VVarious water sources, such
as rivers, streams, rainfall, and groundwater extracted from wells and boreholes, serve both
drinking and irrigation purposes. The characteristics of these water sources significantly
influence their composition, with natural elements and human-derived chemical pollutants from
activities like mining and industrial processes altering water quality. As these contaminated
waters are utilized in households and farms for various purposes, including drinking, livestock
consumption, and crop irrigation, there's a heightened risk of adverse health effects or even
fatalities. Therefore, it is imperative to implement a comprehensive monitoring system to track
water quality from its source to its final point of use. Regular water sampling and quality
assessments are essential at each monitoring location to ensure suitability for human and animal
consumption, irrigation, and domestic or industrial applications. Various models have been
developed to evaluate water quality, taking into account a range of parameters including
chemical components (such as pH, calcium, oxygen, sulphate levels), microbial content (such as
E. coli, rotaviruses, Entamoeba), and physical attributes (temperature and clarity). These models
yield a standardized metric known as the Water Quality Index (WQI). Different regions
worldwide follow distinct guidelines for calculating WQI. For example, in Europe, standards like
the British Columbia Water Quality Index (BCWQI) and the Scottish Research Development
Department (SRDD) are utilized, while North America predominantly uses models such as the
Canadian Council of Ministers of the Environment Water Quality Index (CCMEWQI) and
National Sanitation Foundation Water Quality Index (NSFWQI). In Asia, particularly in India,
the Bureau of Indian Standards (BIS) is prominent, while in Africa, notable standards include the
South African National Standard for drinking water (SANS 241-1) and the Kenya Bureau of
Standards (KEBS). Many of these models are adapted from guidelines established by the World
Health Organization (WHO). This study adheres to standards outlined by South Africa and the
WHO. Undoubtedly, assessing water parameters across various samples can be a time-
consuming and challenging endeavor, requiring strict adherence to protocols for sample
collection, transportation, laboratory analysis, and quality assurance. Detailed procedures for
these tasks are outlined in references. The outcomes of these processes determine whether a
water sample meets potable standards. In our study, we introduce cyber-physical network
architecture for real-time monitoring of water parameters throughout a city, complemented by a
machine learning model for assessing water portability. Similar to previous works, our focus is
primarily on physical and chemical water parameters, omitting biological aspects. This choice
stems from our model's sensor-based nature within the Internet of Things (IoT) framework, as
physical sensors capable of measuring biological parameters like E. coli presence are currently
unavailable. However, we recognize the significance of microbial water parameters and
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acknowledge that our model could accommodate them by integrating suitable physical sensors, if
accessible, or virtual/soft sensors as proposed.
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Fig. 1: Conceptual framework for Water Quality Monitoring

Our proposed architecture comprises four layers: the Sensing Layer, Edge Layer, Fog/Cloud
Layer, and Application Layer. The Sensing Layer directly interacts with water samples in
various sources like rivers, streams, or dams, employing sensor probes equipped with sensors for
measuring parameters such as pH, conductivity, turbidity, and temperature. These sensors
transmit telemetry data to Fog Nodes (FNs) for processing. The Edge Layer employs low-end
processing devices like Raspberry Pi or Arduino to preprocess data and serve as network
gateways for transmitting data to FNs via cellular or long-range network solutions. FNs, part of
the Fog/Cloud Layer, are distributed cloud computing nodes responsible for classifying water
samples using machine learning models. They consider only the most influential parameters due
to limited computing power compared to the Cloud, forwarding data to the Cloud Data Centre
for advanced analytics when needed. The Cloud Data Centre serves as a high-performance
computing infrastructure for data warehousing, analytics, and hosting services. The Application
Layer acts as an interface between users and cloud-based software/services, facilitating access to
water monitoring tools through mobile and web platforms. Our proposed water monitoring
network targets deployment in Cape Town, South Africa, focusing on monitoring water quality
in storage dams and treatment plants. Key contributions include establishing a real-time
monitoring network tailored to Cape Town's geographical features, curating datasets for training
machine learning models, and developing models to identify critical parameters influencing
water quality analysis for drinking or irrigation purposes.

Il. LITERATURE SURVEY
WIRELESS COMMUNICATION NETWORKS FOR WATER MONITORING

Three studies are referenced: [1] developed a network to monitor water parameters in a Brazilian
city, [2] focused on water quality in Mozambique's Limpopo River Basin with 23 monitoring
stations, and [3] proposed a model combining genetic algorithms with water quality simulation.
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These studies underscore the importance of periodic water sampling and data transfer for
decision- making. Lightweight communication protocols like LPWAN technologies (e.g.,
SigFox, LoRa) are crucial for transmitting data over long distances. Comparison in [4] revealed
Ingenu with the longest range, followed by SigFox and LoRa. Studies like [5], [6], and [7] have
shown simulation results aligning with real-world tests, supporting the reliability of simulation-
based assessments.

ASSESSING WATER POTABILITY

The assessment of drinking water quality commonly relies on the Water Quality Index (WQI), a
unitless metric indicating water suitability for human consumption or general usage. Various
WQI models exist globally, including the Horton Index, National Sanitation Foundation WQI,
CCME WQI, SRDD index, BWQI, Fuzzy Interface system, and MWQI. Uddin et al. reviewed
35 WQI models, highlighting their structural composition, parameters considered, and
limitations, with most models deeming a WQI value of at least 50 acceptable. Another study
focused on parameter importance, using analytical hierarchical process (AHP) and MACBETH
to assign weights to water parameters. Assessing mining impacts on water quality in Bangladesh,
one study considered 12 parameters against WHO standards to determine WQI, while another
examined urban water resource management across 12 monitoring points, using CCME and
Cetesb WQI models. However, a limitation of WQI is its site specificity and use case constraints.
Addressing this, a universal WQI model was proposed for South Africa, aggregating 13
parameters with a custom function to classify water samples effectively, irrespective of their
source.

ASSESSING WATER QUALITY FOR IRRIGATION

Assessing the quality of irrigation water is crucial for crop farming, as water quality directly
impacts crop yield. While classical techniques and indices like the Irrigation Water Quality Index
(IWQI) exist, they often focus solely on drinking water or require numerous parameters, making
them economically unfeasible for local farmers. Researchers have proposed alternate techniques
based on machine learning (ML), such as predicting water quality parameters like Exchangeable
Sodium Percentage (ESP), Magnesium Adsorption Ratio (MAR), and Total Dissolved Solids
(TDS) using ML models like Adaboost and Random Forest. Other studies have developed
models specifically for irrigation water quality assessment, reducing parameters to sodium,
chloride, and electrical conductivity (EC), with Random Forest consistently performing well in
classification tasks. The IWQI, a widely used index for assessing water quality for irrigation,
considers the relative contribution and weight of each water parameter, often following
methodologies proposed by organizations like the WHO. However, these indices have
limitations, as they mask the specific effects of individual water parameters on soil and plant
health. Many studies in this field lack detailed descriptions of network architectures and
communication technologies used for water monitoring, and the application of ML models for
water quality interpretation, particularly in developing nations, remains relatively unexplored.
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This study aims to address these research gaps by proposing a comprehensive approach to water
monitoring and exploring the potential of ML in interpreting water sample analyses
economically.

1. METHODOLOGY

Our implementation process was divided into two phases: Phase A, focusing on WaterNet, the
water monitoring network, and Phase B, assessing water quality based on data from WaterNet. In
Phase A, we simulated WaterNet using Google Maps, Topographic-map.com, and Radio Mobile
software. Google Maps provides real-time location services, while Topographic-map.com offers
detailed geographical landscape information. Radio Mobile, a network planning tool for
simulating radio frequency propagation, is particularly suited for Cape Town's uneven
geography, which presents challenges for direct line-of-sight radio propagation. We created a
custom map in Google Maps with relevant points of interest, imported it into Radio Mobile as a
KML file, and built a two-layer hierarchical network model. The lower level connected dams to
their respective water treatment plants (WTPs) using a LoRa network with specific
configurations for frequency, transmission power, receiver threshold, and antenna height. The
higher level connected the WTPs to the ILLIFU Cloud data center using a 2.4 GHz LoRa
network with distinct configurations. Figure 5 illustrates the two-layer Cyber Physical
hierarchical network of WaterNet, where X-GWs are the gateways at each dam and FN1 to FN7
are the WTPs hosting the Fog Nodes. To extend the range, we used a high spreading factor of 12,
which results in lower data rates but is acceptable for our use case, as we are only transmitting
small-sized telemetry data at pre-set intervals.
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Fig. 2: Process flow for Water Quality Assessment using ML.

With WaterNet established and telemetry data on water parameters being sent to the Fog and
Cloud, data analysis and machine learning (ML) can now be employed to assess the water
quality at each dam. For this study, we curated data from various sources to simulate parameters
received from WaterNet. The simulations presented here focus on using ML to evaluate water
quality for drinking or irrigation purposes. Experimental simulations were conducted on Google
Colab, using a Python 3 Google Compute module configured with 12 GB of RAM and a 2.3
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GHz 2-core Intel Xeon CPU. We utilized Sci-Kit Learn for the ML models, Pandas and NumPy
for data manipulation, and Matplotlib for data visualization. The dataset was split into 84%
training data and 16% test data. Three ML models were considered and compared using five
metrics: accuracy, true positive (TP), false positive (FP), false negative (FN), and true negative
(TN). Of these metrics, accuracy, FP, and FN were the most critical. Accuracy measures a
model’s classification performance, i.e., the percentage of correctly classified water samples.
False positive (FP) measures the percentage of impure water samples misclassified as potable,
which is crucial as misclassifying non-potable water as drinkable can have severe health
consequences. False negative (FN) measures the percentage of potable water samples incorrectly
classified as unsafe for consumption.

As previously mentioned, the second objective of this work is to use machine learning (ML)
models to automatically classify water samples. We selected the 11 most common water
parameters from our dataset sources: pH, sodium, magnesium, calcium, chloride, potassium,
sulphate, carbonate, TDS, EC, and TH. The three ML classification models considered were
Random Forest (RF), Logistic Regression (LR), and Support Vector Classifier (SVC). RF
combines multiple decision trees and can be used for both regression and classification. As a
classifier, it outputs the "majority vote” from all individual trees and generally avoids overfitting
on training data due to bagging and random feature selection. LR models the probability of an
event occurring (the dependent variable) based on one or more independent variables. It is well-
suited for binary output probabilities (True or False, 1 or 0) and does not require a linear
relationship between the variables. In this work, the 11 features were the independent variables,
and potability (1 or 0) was the dependent variable. SVC, a form of Support Vector Machine, is a
nonlinear solver for classification and regression problems, performing well with smaller
datasets. It seeks to draw a hyperplane that maximizes the distance from support vectors of each
class while minimizing data separation errors. We used a linear kernel for our SVC model. Water
assessment in this study is treated as a classification problem with the primary goal of
categorizing water samples as "fit for use" or not. LR was chosen for its suitability for binary
classification problems using the sigmoid function, though it is susceptible to outliers. SVC was
selected for its robustness to outliers and effectiveness with smaller datasets, which is relevant to
our study. RF was considered for its ability to handle datasets of varying sizes and mixed feature
sets and its generally faster performance compared to SVC. These three ML models were chosen
because they represent different types of ML approaches: LR is based on statistical regression
analysis, SVC on data geometry, and RF on ensemble learning.

IV.RESULTS
DETERMINING PARAMETER INFLUENCE IN IRRIGATION WATER

Figure 6 presents the results of recursive feature elimination (RFE) combined with Logistic
Regression (RFE+LR), Random Forest (RFE+RF), and Support Vector Classifier (RFE+SVC)
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on the irrigation water dataset. It indicates that SSP had the least impact on the classification
accuracy of the models, while RSC was the most influential feature.
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Fig. 3: Density distribution curves for select water parameters.

TABLE 1. Parameter influence on classification accuracies of ML models for drinking water.

Excluded Parame- I.R Accura- RF Accnra- =2V Accu-
ters cles (96 ) cles (%) rackes (%)
pH & TH 99,22 DE. 45 STGT
Carbonate & Ma Uiz, L) EEES ERECl
Mg & Na Oin, 1 2 Q545 O
Chlorde & Ca U 12 QE 57 95315
Carbonate & Ca EENFi EEN 95,45
Carbonate & Chlo- 96,12 Q45T 9457
ride

TDS & MNa .12 D45 9T 6T
TDS & Ca 96,12 EERIY 94,57
pH & Mg 05,35 0612 0,57
Chloride & S04 95.35 9535 9515
pH & Ca EENT EERE EERC
pH & Chioride 9457 9535 94,57
pH & 504 2457 U612 M. 12
Chilomde & MNa EEN Q457 s 5
Chloride & Mg o457 Q612 9 57
pH & Carbomnate 9380 9612 M 12
Mp & B CENF] QEE G902
Carbonate & K 0302 Q225 R
TS & K 3.0 9225 EEXVE
TH & MNa 03,03 EEES] EERTN
TH & Mg 93002 612 EEX
pH & K 9225 U535 S 5T
TH & Ca L] EEE G302
TH & Chiloride 9225 Q502 EEX
TH & K 9225 Q502 L2
Chilonde & TS .47 a4 57 9225
Chlonde & EC DT EENT] W1.T
TH & Coarbomote LT EER{I] <M1.T0
pH & TIxS EEX 457 EIEs
pH & EC EER ] RN 1T
Mg & Carbonate RN EER-] #2115
Mp & Sid EENES EEEIT] HOG2
TS & S04 EENE] BO02 HO 92
TH & 504 EERE] WA2S HE. AT
Carbonate & TS BE.37 D225 80.15
Mg & TDS Bl QLT HOLS
Carbonate & BC 55,27 BT Hb 05
TH & TS B83.27 EENE B3.X7
Mp & EC =450 w50 H3T2
TH & EC EENF] B6.05 2372

TABLE 2. Result of model comparison using all features on irrigation water dataset.

Muodel | Accuracy | True False False True
(%) Positive Positive MNegutive Negutive
(%) (%) (%) (%)
I RF 9. 44 GlaT 833 278 oT.22
LR 9167 Gl 5.56 .11 HEBD
3 SVE 9106 S 5.50 333 Y167
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SAR and Na were also notably influential across all models. EC showed significant influence
with RFE+LR and RFE+SVC but not with RFE+RF, whereas the influence of Na was the

opposite.
1 mil

Fig. 4: Parameters influencing the classification accuracy of drinking water

Fig. 5: Impact of various parameters on classification accuracies of drinking water.

d IR

Fig. 6: Parameter influencing the classification accuracy of irrigation water.

These differing influences likely contribute to the lower false positive rates observed with LR
and SVC compared to RF, and the lower false negative rates of RF compared to LR and SVC, as
shown in Table 2. Table 3 summarizes the results of the top 20 combinations of parameters
affecting the performance of LR, RF, and SVC on the irrigation water dataset.
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TABLE 3. Parameter influence on classification accuracies of ML models for irrigation water

Excluded (1] KF SVL Aceu-
Parameiers Accuracies Accuracies racies ()
%) (%)

S5P & SAR 33,00 FEET) 05,33
S5P & PIL .28 a1.67 9167
S5P & KR ), 28 ERRI U3
S5P & MH 1,28 Q3 N
55F & Na HHE.BG D306 NN
kR & RSC 8113 LTRE] 907
KR & P1 83133 Q028 7917
ESC & KR 41,94 Q0,24 86,11
S & M LA kU 54,17
Na & REC #1949 Q028 Bl
Na & Pl LRSS LA w056
Na & KR 81,94 fi.ay 20,548
Ma & MH 194 w750 B2l
RSC & Ma .17 a1.67 1T
KR & Ma T6,39 K750 T6,39
WNa & S5F T6H.39 Q583 PEN
KSC & SAK 116l E7.50 i)
RS & 55P 8,06 0,28 84,72
KR & SAR 58,33 T1.78 63
kR & S5P 58,33 a1.67 PTVE

/1‘:\|

T
= i —-__/—/ //
B L——— A

L InPuence w—

Fig. 7: Impact of various parameters on classification accuracies of irrigation water.

The results in Figure 6 are corroborated by those in Table 3 and Figure 7. This confirms that SSP
has the least impact on the classification accuracy of the three ML models considered, while KR
and RSC are the most influential parameters for irrigation water.

The WaterNet network architecture demonstrated its effectiveness in real-time monitoring of
water parameters using LoRa technology. Logistic Regression (LR) was highly effective for
classifying drinking water, whereas Support Vector Machine (SVM) excelled for irrigation water
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classification. Recursive feature elimination identified key parameters influencing classification
accuracy, with RSC and SAR being particularly critical for irrigation water, and a broader range
of parameters impacting drinking water quality.

V. CONCLUSION

This work focused on two main concepts: the proposal of a real-time water monitoring network
for gathering data on water parameters and the application of machine learning (ML) models to
assess water quality. The developed water monitoring network, based on the LoRa protocol for
long-range, low-power data transmission, was tested using the City of Cape Town as a case
study. Simulations in Radio Mobile indicated that a partial mesh network topology was most
suitable for covering the city. Data from this network would ideally be aggregated on a Cloud
server, where ML models can assess the water's suitability for drinking or irrigation. Due to a
lack of relevant datasets, two suitable datasets were created and used to train and test three ML
models: Random Forest (RF), Logistic Regression (LR), and Support Vector Machine (SVM).
Results showed that LR performed best for drinking water, with the highest classification
accuracy and lowest false positive and negative values, while SVM was better suited for
irrigation water. Additionally, recursive feature elimination (RFE) was used to identify the most
influential water parameters for classification accuracy. The results indicated that pH and total
hardness were the least influential for drinking water, while SSP was the least for irrigation
water. The authors acknowledge the potential use of deep learning models, which were not
employed in this work. Future research could incorporate deep learning models, such as various
neural network variants, as well as explore the use of unsupervised ML models as alternatives to
manually calculated water quality indices. Other approaches, such as multi-criteria decision
making, could also be considered for identifying influential parameters. Additionally, future
work could include usage prediction models, microbial monitoring, and tracking sources of water
contaminants to further enhance this research.
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